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’ Attached memorandum, just now received,
,ntains JCS views which were taken into

account in Senior NSC Staff memo of 6 July and
were met with the exception of paragraph

36 b (1) (b)- SEE TAB A — concerned with trans-
mission of "Top Secret" information. JCS
recomnend that its transmission be in accordance
with uniform minimum standards established for all
departments and agencies without exception instead
of M"any means currently approved by the head of"

a branch,
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EXECUTIVE OFFICE OF THE PRESIDENT

(\ ’ NATIONAL SECURITY COUNCIL

WASHINGTON

July 11, 1951

MEMORANDUM FOR THE NATIONAL SECURITY COUNCIL

SUBJECT:: Minimum Standards for the Handling and
Transmisslon of Classified Information

REFERENCES : A. Memos for NSC from Executive Secretary,
same subject, dated January 2, June 19
and July 6, 1951

At the request of the Secretary of Defense, the
attached views and recommendations of the Joint Chiefs of Staff
with respect to the draft executive order on the subject, are
transmitted herewith for consideration by the National Security
Council at its meeting on July 11 concurrently with its considera-
tion of the subject.

~ _ Attention is invited to the fact that the con-
-slderations raised by the Joint Chiefs of Staff in the enclosure
were taken into account by the Senior NSC Staff in the formulation
of its recommendations contained in the reference memorandum of ;
July 6. The changes proposed by the Senior NSC Staff are designed =
to meet the points raised by the Joint Chiefs of Staff in Para- L

graph 1 a, ¢, and d. With reference to Paragraph 1 b, the Senior JEGS
NSC Staff took this viewpoint into account in formulating its l'emo
proposed change to Paragraph 3% b (1) (b). ;é&

! b :

JAMES 5. LAY, Jr,
Executive Secretary

cc: The Secretary of the Treasury
The Attorney General
The Secretary of Commerce ’
The Director of Defense Mobilization
The Chairman, Atomic Energy Commission
The Director, Bureau of the Budget

C
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10 July 1951

MEMORNADUM FOR THE SECRETARY OF DEFENSE

Subject: Minimum Standards for the Handling and
Transmission of Classified Information.

1. Reference 1s made to your memorandum, dated 23 June 1951,

on the above subject, The Joint Chiefs of Staff consider that:

a. The addition of the word "Security to the categories
"Top Secret”, "Secret", "Confidential" and Restricted” and the
requirement that it be used as part of the actual "marking" on
classified material would result in a large and unwarranted ex-
penditure of manpower and public funds in the administrative
implementation of changed procedures. Adoption of the proposed
change would affect the standardization of security przctices
between the United States and certain Alliles,

b. The proposal to authorize an investigatlve or intel-
ligence branch of a department or agency of the United States
to transmit "Top Secret" information by any means currently
approved by the head of such branch 1s not desirable because
"Top Secret" information is considered of such vital importance
that 1ts transmission should be 1n accordance with uniform
minimum standards established for all departments and agencies
without exception. .

[ The draft regulations fail to provide for transmission
within the United States by protective cammercial express, air
or surfece, "Secret" or "Confidential" materials, the unlt size
and welght of which make them ineligible for transmission by
reglstered mall and which are incapasble of or impracticable for
further disassembly or breakdown., For this purpose, the pro-
tective commercial express system 1s considered to be of com-
parable security to the Unlted States registered mail system,

-1 - RESTRICTED
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a. Furthermore, owing to the existence in Canada of
United States installations and joint training projects,
and of mutual defense problems relating to the Western
Hemisphere it has become necessary to authorize the transmission
of "Secret" security information to and between the United
States or Canadian installations via Canadian reglstered mail,

with a recelpt system, in addition to utllizing United States
registered mail.

2. In view of the above conslderations, the Joint Chiefs of
Staff recommend that you adopt the positlion contained in the Appendix

hereto,
For the Jolnt Chiefs of Staff:
Signed by Adm. A. C. Davis
\
for OMAR N, BRADIEY,
Chairman,

(‘1 A Jolnt Chiefs of Staff

C
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A UNDIX
DRAFT

EXECUTIVE ORDER

PRESCRIBING REGULATIONS. ESTABLISHING MINIMUM

STANDARDS TFOR THE CLASSIFICATION, TRANSMISSION

AND HANDLING OF OFFICTIAL INFORMATION RELATING
TO THE SECURITY OF THE NATION

WHEREAS it is necessary, in order to protect the national
securlty of the United States, to establish a system for the

1
safegurarding of offlcial information, the utnauthorized dlsclosure
of which would or c¢ould harm, tend to impailr or otherwlise
threaten the security of the Natlon; and

WALREAS it 18 desirable and proper that the minimum
standards for procedures, desligned to protect the national
security agalnst such uvnauthorized dlisclozure, should be
eniformly applicable to all departments and agenclies ofF the
Executlve Branch of ths Government and should be known to and
undecrstood by those who deal with the Federal Government; and

WAEREAS the furnlshing of full information to the public
about government activities will be enhanced by the clear
icentification of those matters whose safeguarding ig requlred
by national gecurity;

NOW, THEREFORE, I, by virtue of the authority vested in me
by the Constitubtion and statutes, as President of the United
States, hereby prescribe the following regulations establishing
minlimum standards for the classiflcatian, transmission and
handling of classifled information witﬁin the Execublve Brahch
of the Pederal Government for the purpose of safeguarding agalnst
unauthorized disclosure of ofFicial informétion upon which the

gecurity of the Nation rests or depends.

RESTRICTE | ‘ ‘
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These regulations shall:be applicable throughout the
Executlive Branch of the Government to the extent not itnconsistent
with law. Nothing in these regulatibns shall be construed to
replace, change, or otherwise be applicable with respect to
aly material or information protected agalnst &lsclosure by
any statute. Nothlng ln these regulations shall he construed
to autinorize ths dlssemination, release, handling or trans-
mlesion of classified information contrary to the provisions
of any law, Executive Order, or Presidsntial dirsctlve which
regtricts the dissemination, release, handling, or transmission
guch information,

(‘? These regulations shall take effect thirty days after
publication in the Federal Reglster and I call unon all 61tizens
of the United States who may have cause to %now about or have

accese to classified information, to observe the same standards

and to join with the Yecderal Government 1n a concerted ang

contlaoning effort to prevent disélasure, to those who are

inimical to the Interests of the United States, of information
1

the dlesremination of winlch to such persons would be detrimental

to the sscurity of our Nation.

RESTRICTED -2 - .. Anpendix
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PART I - GENERAL

1. PURPOSE ~ The gole purpose of these regulations is to
provide minimum standarcs Ffor identlflying ancd protecting
informatlion the safeguardlng of which is nacessary la order

to or>tect the national sacurity.

2. SCCPE - These rezulations shall apply only to clagesified

Ay 2= NP e 3 - ? .
geduricy informatlion as defined in paragraph 5 of Part IT nereof,

i

3

. . . - .
and the terme "classlfied securlty information," “security

LI | 2
declassily," "downgrade," "upgrade,"

clasgsiflcation,” “claseirfy,
L S S P e o i
aparopriate classifying authority" and "marking' apply or
relate only to offlcial information of the United States

<:: CGovernment which requires safeguarding In order to protect ths

national seccurlity.

2. SATEGORIES OF CLASSIFLED SECURITY INFORMATION - There shall

be four categorlies of clasglified fecurlty information which,

following designations: "Mop Secret Security";

.

e . oo . -
Confidential Seswmwritz™; and "Restricted

No other classification or classifications shall

be vged to designate claseified security Information.

L, NONmSECURITY INFORMATION - Nothing itn these regulations ehall

apply to information, orficial ow othervise, not requiring the

<:: gpecial procedural galeguarde provided by these regulations in
- R N G 5 P ~ ° )
. the interest of the gecurlty of osur Nation., The use of any one

N 5F ths  securl clomal o1 ; . -
> ths four security classifications herein Prescrived shall be

atwta - s s o - 2 . s !
strictly limlted to classifled security Information. Non-security

inf 2rmat

dlstributed in advance of a release date for olfficial

23 or For analysls by any tndividual or group of Individuals shall

(834

I a7 - el R
not, after the effective date of this order, be glven a security

lagglification but may be so marked as to indlcate that general

[@]

mp Tme ~ - » 1, E3 a o e
Lm“cwse Lg not authorized prior to a specifled date or occasion,

REﬁ?EQQEED -3 - Adpendix
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PART IY - DEFINITIONS

5. CLASSIFIED SECURITY INFORMATION - Ths term "olassified

gecurity information®™ as used herein means only official

Lnformation the safeguarding of which i necessary in the

interest »f national sgcurity.

B

9. INFORMATION - The term "informatlon" as used hevein means

knowlsdze which can be communicated, either orally or by means

7. MATERTAL - The term "matertal™ as used nereln means any
documsat, product or substance on or in which Information may

ve recorced or embddicd,

3. DOCUMENT - The term 'document" as used herein means any
recorded information regardless of ites physical Porm or

cnaracterlistics, and lncludes but s not limited to the following:

{1 PO A . S a B o 1a N drras ? . a
\5) wrltten material whether handwrltten, printed, or typed;

(2) all painted, drawn or engraved material; (3) all sound or

voice recordings; (L) all printed photographs and exposed or
printed film, still or moving; and (5) all renroductlons of the

(el

Coregolng by whatever procese.

©. PRODUCT AND SUBSTANCE - The terms "product' and Ysubstance"

2g uged nerein mean any ltem oFf material (other than documente )
rom owinleh information may be obtained; apply to items in all

stages of development, droceseing or construction; and lnclude
elemonts, ingredients, components, accessories, Fixtures, dies,

models andé mock-ups associated with such Items.

10. AGENCY =~ The term “"agency" as used herein means any

o~ e g ey vy da - L o tn 2 a o
epartment or establishment within the Execubive Branch, incleding
luding

any government corporation that is opervated as an Instrumentallty

ofF &

he Federal Goverament,

R . A .
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11, UNCLASSIFIED INFORMATION - The term "unclassifisd

lnformation™ ag used hereln means information not reqguiring the

ness regulations and therefore

ot

procedural safeguards provided by

A

no>t Lnocluded Lo one of the alforementioned mecur! ity clas~&Lwcati3na.

C‘)

12, CRYPTOGRAPHIC SYSTEM - The term “"cryptographic system as

nged hereln means any document, product or method employed to
change lnformation Prom plaln language FPorm to unintelligible

Porm or te change the rosulbting cryptographed information into

plain language form,

12. GERIAL MATTER -~ The term "eserial matter® as used herelin

mesns that Lo which a serial number is asgliphed and which Ls

c: accounted for at prescribad intervals and upon specified occasiong,

1%, TELEGRAM - The term "telezram" as used herein means any
document recording 'nformation for transmission by telegraph,

telepnone, cable, radlo or other electrical means of transmisgion.

15. CLASSIFY - The torm “classify™ as used herein means to
ageipgn Information to one ofF the four security classification

categorles after determination has besn made that the infsrmation

requires the security protectlon provided by these regulatlons,

1>, SECURITY CLASSIPICATION - The tepm "security clagsification”

as ureC hereln means the category int> which information Ffalls

after being classifled as specified in paragraph 3 of Part I

weredf, Euitreme care ghall be exerciessd to insure that a
\\\w particular securlty classificatlion iz assigned only to such

information as requircs the degeree of protectisn made apnlicable

by thnese regulations to that classification,

B

i7. DECLASSIFY - The term "declassify" as used hevelin means

to remove the security classification.

Ui
i

Appendix
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13. DOWNGRADE - The term "@owngrade" as used herein means

2 o

€2 agsizn a lower security Glaggification than that previsusly

ado’onad
age . .gheac,

17. UPCRADE - The term "upgrade” ae used herelin means to

nigher security classification than that previously

29, PRO“RLA TE CLASSTFYING AUTHORITY

&. In CGeneral., The term "appropriate classifying authorlity"

ag ured herein means thse head oFf the ori

agency anc

., ) 1 [« 1. S - o =] L)
thore whom he has authorized to clageify, cdeclassifly, upgrade
or downgrade informatlon pursuant to these rezulatlons.

e Material O0ffilclally Transferred from Or’ginating

E)

€ oL

P o Another Agency, In the cas

2]

informatlion trans-~

n

erred, ny operation of law or by Executive Orcer, from one

azency to anodther for the latter's use and ag part of its

offlclal files ag dilstinguished From transfeps mexely for

ses of storage, the recelving agency shall be deemed

to be the "appropriate claseifying authority" for all purposes

=
unéer tnese regulations,

. Matsrial of Defunct Azency Not Officially Transferrsd

ta Anobher Agency, Wasen any agency.has in ite possession

-

&
oIl the effectlive date of these regulationg, any classifled
security information which Le then, or thnereafter vecomes,

Ct‘ five yeare old and 't appears (1) that such Lnformatlon

nated in an agency waich has since become defunct and
whose recordes, flles and other material have not been offlcially

A

transflerrsd to another agency within the mean:

i
J

of esubssction

js

o

[
(9}
o
(6]
—
=
ey
r«
i
s
P
m
jv}
; .
o]
o]
ct
=]

n2ove, or (2) that Lt Le Lmpossible For the posseszing azency
( the

agency, and

‘ lnformation indlcates that 1t should be dowvngraded or cdeclasgei

bae sald posseselng agency shall have power under these

-6 - Appendix
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regulations to declagsify or downgrade such information, IF
Lt appears probable that andther a agency may have a substantial
interest in the questlon whether the security classificatlon
of any particular information should be maintained, the
pogeesslng agency shall not exercise the powver conferred
upon 1t by thils subsection until thirty days after the
poemesslng agency has notifled such other agency of the
nature of the information and of ite intention to dec classifly
or downgrade the same. Durihg the thirty-day perisd the
other agency may, Lf it so deslreg, exprese its objectione
to cdeclassifying or downgrading the particular information,
2ut the power to malte the ultimate declision ghall reside in

C the possessing agency,

2l., MARKING ~ The term "marking" as used herein means the

piyslcal act of indlcating on classified gccur .ty information

the amsigned classlifleation or change therain

22. RECORD MATERTAL - The term "record material® as used

nerein msans all books, papers, mape, photographs, o>r other
documentary materials, regardless of physical form or charac-
tericetice, made or received by an agency of the United States
Government Ln pursuance of Federal law or in connectlons with
the tranraction of public husiness and presemvedvor appropriated
for preservatlon by that agency or fte legltimate cuccessor as

<:: evidence of the organization, functions, policles, operationsg,

- décisians, brocedures, or other mctivities of any agency of the

~ Government, or because of ths lnlformational value of the data

contained thersin.

2%. HON-RECORD MAT?RTAL - The term "non-record material" as

used nersln means extra copies ang duplicates the use For which
e and i N v \
lg eszsentlially temporary; shorthand notes, used carbon papeor;

preliminary drafts; and other materidl of similar nature;

RESTR”CTDD -7 - - Appendix
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FART TIT ~ RESPONSIBILITIES
ok, ALL PERSCNNEL IN THE uAEGUmIVE BRANCH

gl The responsibllity For the protectlion; pursuant to
thesc regulatlons, of classified’security informatlion shall
reet uvpon each individuval ln the Exscutive Branch having
nowledge thereosf, no matter how that information was obtalned.

b. Bach individual in the Executlive Branch shall be
dilrectly responsible for familiarizing himselfl with and
achering to> all rezulations applicable to him which are

Lssued for the protection of classified security information,

25. AUTIORITY FOR HEADS OF AGENCIES TO DELEGATE - The head of

C an agency may delegate the performance of any or all of the
funetione charged to him herein, but the vltimate responsibillity
for the mafeguarding of classilled zecurity inlormation within
tie agency snall remain with and rest upon the head of the

:

2. Such additisnal iLnstructions on the safeguarding of

fied secur.ty Lnformation as reguirements o>f his agency

D. Securlty of nls ageincy's messenger-courier systems [or

0]
]
=
Q
B
o]
)
@]
I_.
o
¥
5]
0]
571
0]
(@]
o
,—)
]
S

B

information;
C. Authorization of appropriate officlials within als
agency to asgsign information to the proper security classifi-
<:: cation under those régulatians. Authorizations to classily
} gecurity information as "Pop Secrst Sssurisy’ or "Secret
N Sesurits” shall bDe held to the minimum hecessary for the

rformance of required activitles, and sghall be msintalned

at a nigh level within the agency. Tne autnorizations %o

information as "Top Sscret Sesuwisz” ghall

be substantlally more limlted In numder than those For "Sscret

snall be restricted to those officials whose
Functional requirements are such that they must have that

autnorlty;

RESTRICTED -8 - Agpendix
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of thore authorized to recelve "Top Secret

Besuptty' securlty information;

6. Deeignation of offlciale responsible For "Mop Secret

Seeuwity’ facurity ‘nformation control;

Desliznation of indlviduals to be responsible For the

]

4

cacurity programs in the varions organizatisnal unit

j—

[}

of
the agency;
Se Appropriate lnvestization and clsaranse of personnel
who are to have access to classified security Lnformation;
h. Malntenance within his ax zency of a continulng review
of the use of gsecurity classificatlons to insure uniform

anc proper application;

jan

Q
(ot
o
1]
(5]
s
[
e
@

<:: "+ Procedures governlng dlssemination of
sscurlty information oubteide his agency;

Je Procedures governlng changes in security classiflcation

and the Cestruction of classifled security information;

. o o

Y. Thorough incdoctrination of all Lndividuals of hls

agency in gscurity regulations and procedures;

1. Issvance of additiosnal instructions pertaining to

security, serial matter, Restricted Data (as

1w jsets requliring additional

1) and other

PART IV

RULES GOVERNING SHCURITY CLASSIFICATION,
(:A UPGRADING, IX WNCRADING AND DECLASSIFICATION

S 25. GENERAL CLASSIFICATION PRINCIPLES
~ :
a. Uniformity of applicatlon of class ification, Uniformity

of application of classification shall he a requlrement for
the proper safesuarcing of classifled security iLnformation, In
accordance with parvagrapns 3 and 4 of Part I hereosP, in order
to preserve the integrity of the security classificatlons "Top
Secret Seeurits," "Seoret Seeurisy,” "Conlfidential Seeurits,
and 'Restricted Sssuwisy," those terms shall be used only [or
tae purpose of iLdeatifying information which must be cafe-
sirarced to protect the national security.

§3223£22ED -9 - Appendix

Declassified in Part - Sanitized Copy Approved for Release 2013/03/19 : CIA-RDP86T00268R000100050009-9



‘ Declassified in Part - Sanitized C(opy Approved for Release 2013/03/19 : CIA-RDP86T00268R000100050009-9

e PN

(' RESTRICTED

i

b. Use of Lowest Consistent Classification. To avold

over-classification and depreciation of the importance of
properly classified security informetion and to avoid
unnecessary delay in the handling and transmission of docu-
nents and other raterial, information shall be assigned
the lowest security classification comnsistent with its proper
protection, Use of the classification "Top Secret Sceuriby'
shall be held at an absolute minimum. Such classification
shall be given only to inforwmation which plainly requires
the highest degree of protection in the interest of national
securdity, The major criterion for the assignment of this
(jf classification shall be recognition of the fact that un-

avtiorized disclosurc of e

surity dnforvtion so classified

would or could cause exceptionally grave danger to the natlonal

el

security. The classification "Secret SBeeurisy" shall be given
only to information which requires extraordinary protection

in the interest of national security. The classification
"Confidential Beeurisy" shall be glven to such information

as requires careful protection in order to prevent disclosures
vhich night harm national security. The classification
"Restricted Seewridy" shall be applied to information having
such bearing upon national security as to require protection
against unauthorized use or disclosure, particularly informa-

tion which should be limited to official use.

- c. Special Stetutory use of term "Restricted Data'. The

terrt "Restricted Seeurity' as used herein shall not be con-
fused with the tern'Restricted Data', defined in the Atonic
Energy Act of August 1, 1946 (60 S8tat. 766, c. 724, Sec 10
(») (1); 42 USC Sec, 1810 (b) (1) as follows:

"The term 'Restricted Data'! as used in this section
reans all daba concerning the manufacture or utilization
“poniic weapons, the production of fissicanbhle imtericl,

or the usc of fissionable material in the production of
cover, but shell not inelude any dute whaich the Coiixission

Ol

(=]
i

RESTRICTED -4 AppPendiy
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ines may be published without

from time
COnon dbfenso and security."

adversely

Nothing in these rerulations shall Le construed to authorize

O

the classification, downgrading or declassification of

"Restricted Data',except by the Atomic Energy Cormission

5

in conformity with the provisions of the Atonlc Energy act.

27. SPECIAL CLASSIFICATION RULES

a, Change in Classification of Information. No change

shall be made in the assigned classification of securilty
information without the consent of the appropriate classifying
authority; extracts frowm or paraphrases of classified documents
<:: shall likevise be maintained in the assigned security classi-
cation unless the consent of the appreopriate classifying
authority to downgrade or declassify such extract or para-
phrase is secured or unless the agency making such extracts
knows positively that they bear a security classification
lower than that of the document from which extracted or that
they are not classifiled.

b. Clagsified Telegrams shall not be referred to, extracted

from, paraphrased, downgraded, declassified and disseninated

except in accordance with special regulations lssued by the

head of the originating agency.
Classified telegranms transmitted over yotographic systems
<:: ~shall be handled in acco“dance with the regulations of the
) transmitting agency.
~.
| ¢. Security Inforration Originated by a Forelsn Govern-

o

ment. Security information of a classified nature within

the meaning of these regulations, originated by a foreign
government and furnished to the United States by that govern-
ment, shall be assigned a security classification which will
assupre a degree of protection equivalent to or greater than
that reguired by the originating government.

g

RESTRICTED - 11 - ) . Lpoendix
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c

d. Docunents in General., Documents shall be claggified

according to their oﬁn content and not necessarily according
to their relationship to other documents. .References to
clogsified material which do not reveal clasgsified sccurity
infofmation shall not be classified,

e. Physically Connecbed Docunients, The classification of

a file or group of physically connected documents shall be
at least as high as that of the most highly classified docu-
ment therein. Documents separated from the file or group
shall be handled in accordance with their individual secur-
ity classification.

L s

£, Multionle Classification., A document, product, br sub-

<:: stance euall bear a clagsificatlon at least as high as that
of its highest classified components. The document, product
or substance shall bear only one over-all security classi-
fication, notwithstanding that pages, paragraphs, sections,
or components may bear different classifications,

£. A Letter Transmitting Security Information shall be

classified at least as high as 1ts highest classificed enclosure

28, UPGRADING
a, When gecurity information is upgraded, the appropriate
classifying authority shall, sc far as possible, notify all
oddressees to whoi the informotion was originally transnitted.
De. If the recipient of security information believes that it
N assigned classification is not sufficlently protective, he shalli
safeguard it in accordance with the classification he deens
appropriate and shall bring his ressons for such beliel to the
P

attention of the appropriate classifying authority with a

request for upgrading.

29. DOWNGRADING AND DECLASSIFICATION

8. Automatic. Wherever practicadble, the classifiying official
shall place a notation on classified sccurity materisl, oxcept

telegrans, that after a spneclfied event or date, or upon

RESTRICTED - 12 - ADpendix.
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~
(/’ - removal of classified enclosures the material will be down-

graded or declassified.

b. Non-automatici The appropriate claséifying authority
mey downgrade or declassify security information when circunm-
stances no longer warrant its rotention in its original classi-
fication. When such information is downgraded or declassified
the custodian of the record material? in the case of a docu-
nent, or the custodian of tﬁe products or substances shall be
so Informed; and, when wracticable, the other recinients of
the material shall be similarly advised,

c. Reviev of Assigned Classifications, It shall be the

rosponsihbility and obligation of every zovernment official
(:> to keep classified security information in his custody con-
stantly under review, and to initiate action toward downgrading

or declassification as soon as conditions warrant.

PART V
DISSEMINATION OF CLASSIFIED SECURITY INFORMATION

50. GENERAL - The safeguarding of classified security infor-

T

4

ration pursuant to these regulations shall be the responsibility
of every individual having custody thereof, but no person shall
be entitled to knowledse or posscssion of'; or access to, classified

security information solely by virvtue of his office or vosition.

Classified security inforration shall not bhe discussed

with or in the presence of unauthorized persons, and the latter
~
(l/ shall not be permitted to inspoct or have access to such Security
N ,
. information.
N

The head of each agency shall establish a systen for con-
trolling the dissemination of classified sceurity information,

adeguate to the needs of his aZency.

21, LIMITATIONS ON DISSEMINATION.

8. Within the Executive Branch. The dissemination of clasgi-

fied securiby information shall be linited to persons whose

AESTRICTED - 15 - LPPendix
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official duties require knowledge of such information.
Special measures shall be employed to limit the dissomina-

tion of "Top Scoret Beewrity" sccurity information to the

[ &}
(@]
Cl

absolute minimum. Only that portion of "Top Sccret Seeuriby”

securlity information necessary to the proper planning and

appropriate action of any organizational unit or individual
shall bte rc]e sed to such unit or individual.

N

0. Outside the Executive Branch. Classified security -

information shall not be disseninated oubside the Executive
Branch by any person or agency having access thereto or
knowledge thercof except under conditions and through channels
suthorized by the head of the disseminating azency, even
though such person or agency may have been sclely or partly
regponsible for its oroduction,

C. SvChPltV Information Originating in Another Agocrcy.

Except as otherwise provided by Section 102 of the National
Security Act of July 26, 1947, c¢.343, 61 3tat. 498 as amended,
50 USC Sec. 403, classified sccurity information originating
in another agency shall not be disseminated outside the re-
celving agency without the consent of the or iginating agency.
it
v

"Mop Secret Seeusi

" ] RPN g
and "Secret Seeuwrzby gocurtity,
docuizonts and cutorinl sholl not Lo meopoductd without tho

cornownt of the orisinsting agency.

8. Telephone Conversations. Classified security infor-

nmation shall not he revealed over the telephone, except that

the head of an agency mey permit the practice, within his

agency, of so discussing security information classified as

it

"Restricted Sseyriby which originated within his own agency.

22, LOSS OR SUBJECTION TO COMPROMISE. Any verson in the

Executive Branch who has knowledge of the loss or possible sub-

Jection to compromnise of classified securlty informetion shall

RESTRICTED - 1 - : appendix
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praptly report the circumstances to a designated official of

his agency, and the latber shall take appropriate action forth-

with, including advice to the originating office or agency.

i, &

PART VI

RULES GOVERNING HANDLING OF CLASSIFIED
SECURITY INFORMATION
(Including Marking, Transmission, Storage,
and Destruction)

33+ MARKING - After determination of the classification to

be assigned, classifled security information shall be maried

by

in accordance with the procedures herein set forth., Existing

"Top Secret Ssewriby” or "Secret Seeuripwl securiby material not
C“ now sc malred shall be appropriately mariked, Existing "Confidential

Seourity material, adequately
stored but not proverly marked, need not be marked until reroved
from such storage for use.

&. Documents

(1) Bound Docunents. The assigned security clogsifi-

cgtion 1 bound docunients, sucli as books or paiipnlets,
the puguﬁ of widlch arc porrancntl; and gueurcly f:ﬁtcnod
together, shall he consplcuously morked or stamped on
the outside of the front cover, on the title page, on
the first page, on the back rage and on the outside

of the back cover, I:

)

each case the markings shall be

applied to the toep and botbtor of the nage or cover.

C
N (2) Unbound Docunants . The assigned security classi-
AN
A . fication on unbound documents, such as letters, neno-
N,

randa, reports, telegrans, and other sinilap docurents,

N

ne pages of whic

o

n are not permanently and securely
fastened together, shall be conspicuously marked or
stamped at the top and botten of each page, in such

manner that the merking will be clearly visible when

s
[

ne pages are clipped or stapled together.
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C

(3) Charis, Méps and Dravingsi Classified charts, maps,
and drawings snail carry the secuvity classification mark-
ing under the legend, title block, or scale in such manner
that it will be reproduced on all copies made therefror.
Such security classification shall also be marked at the
top and bottom in each instance.

(4) Photogravhs, Films and Reécordings., Classified

photographs, films, and recordings, and their containers,
shall be consplcuously and appropriately marked with the
ggigned seccurity classification.

4

b. Products or Substances., The assigned security classi-

fication shall be conspicuously marlzed on clessified products
c:) or substances, if possible; on their contalners, if possible;
v or, if the article or container cannot be marked, written
notification of such sccurity classification shall be
furnished to recipients thereof.

&. Additional Markings,

(1) Material Furnished Persons not in Pedesal-Serviess

the Executive Branch of the Government. When classified

security information affec ting the national defense is

furnished auvthorized persons, in or out of Federal service,

other than thosc in the Pederal-Ssrvies Executive Branch,

the following notation, in addition to the agsigned classi-
fication rmarking, shall whenever practicable bhe placed

on the waterial, on 1its container or on the written

notification of its assigned classification:
N "This material contains information affecting the
N\ national defense of the United States within the meaning
‘of .the esplonage laws, Title 18, U.S$.C., Secs. 793
« and 794, the transmission or reVulaL¢on of which in
any }annev to an unauthorized person is prohibited by
law.

Usc of alternative marking concerning "Restricted Dgtal

I

s defined by the Atomic Enery Act is authorized when

appropriate.

RESTRICTTD - 10 - Appendix
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34, TRANSMISSION

&, Preparation of Classified Security Information for

Transmission.

(1) outside an Agency.

(a) "Top Secret Seeurity" and "Secret Sseuribty !

Security Material,

2. 1

"and "Secret Seeuwity

I, "Top Secret Security'
security material shall beienclosed in opaque inner
and outer covers.

2, The inner cover shall be a sealed wréyper or
envelope plainly marked with the assigned security

c:? clagsification and address.

3+ The outer cover shall be sealed and edéressed
with no indication of the security classification,

4, There shall be attached to or enclosed in
the inner cover a receipt form containing no
clagsified security information but,identifying the
addressor, addressee and the document; such receipt
will be signed by the proper recipient and réturned
to the sender,

5. Written material shall be protected Irouw
direct contact with the inner cover by a cover sheet
or by folding inward.

(b) "Confidential Seeurity! Security Material.

0

1. "Confidential Seswrity" security matoricl

shall be prepared for transmission in the same

Y
wanner &s that indicated for "Top Secret Seeurity"
and "Secret Seewrity" security material, exccpt
that it shall be covered by a recelipt only when
the sender deems it necessary,
RESTRICTED - 17 - Appendix
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(¢) "Restricted Seenrity" Security Material.

1. "Restricted Seceuriby" Security material
shall be transmitted in a sealed wrapper or en-
velop without any indication of the security
classification of the contents shown thereon.

HES

2. No receipt shall be required for "Restriected

Seewrity" security material.

(2) Within an Agency. Preparation of classified

security information fdr transmission within an agency

shall be governed by regulations, issued by the head of

the agency, insuring a degree of security equivalent to{
(‘\ that outlined above for transmission outside an agency,

b. Transmission of Classified Security Information.

(1) "Top Secret Seeuriby" Security Material,

(a) The head of each agency shall designate Top
Secret Control Officers to recelve, maintain serial
reglsters of, and dispatch all "Top Secret Seeuriby"
Sgeurity material.

éb}—?he-traﬂsmissieﬁ-sfuu?epreePet-SeeHPiéyﬂ

,éa?ermaeien—sh&i&~be—e§feeéed~€}}~in—%he—eaae—af-infer-
m&éieﬁ"in—%he—pessessiennaﬁ—aﬁ~iﬁveetigaéive—er—in~
ée&&igehee—braﬁeh—eﬁ~a~depaP§menb—eP—ageney—ef—éhe
Hni@ed~8%ates;wwhieh~is—%raﬁsmibted-ehiy~bs-aa%herized
peyseﬁﬁe}~e€—sueh—@Hves%ig&éive—er~in%e}}igenee—braneh;
%y—&ny~means~e£—eemmaaiea%ieﬁ—eunrens&y-aﬁgPeveé~by
%he-head—ef—saeh—b?aneh—fer-use~in~%ransmi§§ing—ﬁ?ep
Seere%—Seeurityu«infepmaéien;-eP—éQ}—éﬁ_Ghe~ease~6§
a}}—ethep-inﬂepmatien;—preﬁepab&y—byudireee—een%aet
e?—e?fieia}s—eeneerﬁed—er—&}%ernaéive&y—by~speeifio&}}y
éesigﬁabed—persenne&;—by~S§abe~Dep&Btment—dip1em&€ie
Eeueh;—by—a~messenger—eaaBier~sys%em—speei&&ly—ere&%eé

fep—tha%—pappsse;—er—ky—e}eeSPio—meaﬁs—in-enerypéed

Foprms
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(b) The transimission of "Top Secret" security

information shall be effected by direct contact of

officials concerned or alternatively by specifically

designated personnel, by State Iepartment diplomatic

bouch, by a messenger-courier system especially

created for that purpose, or by electric means in

encrypted form.

(2) "Secret Seeurity" Security Material shall be
detivered transmitted within the continental United States
by one of the means established for "Top Secret Securibty”
security material, by an authorized courier, er by United

States registered mail, or by protected commercial express

air or surface. "Secret Seeurity” security material may

be transmitted outside the contihental limits of the
United States by one of the means established:for "Top
Secret Seeuribty” security material, by-State-Department
dipiematic-peuch; commanders or masters of vessels of
United States registry, or by United States Post Office
registered mail through Army, Navy or Air Force postal
facilities, provided that the material does not at any
time pass out of United Ztetes Government control and

does not pass through a foreign postal system. "Secret
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Seeurity wowever, be transmistod
te-and-~i Government end/gg

¢ in continentol

States. Canada and Alaska by Unitcd States and Cancdicn

C’)
C‘|
o

ered mall with registered mail receipt.

(3) "Confidenticl Seeuriby" Security Material shnll

be éedivered fronsmitted within the United Stetes by oue
of the mcans established for highcr classifications, by

autherizea-souriery~-er Dy ordincry mail,

freight uvnder such specific conditions es

o

scribed by the hecd of the department or

C:D Outside the continentsl United States, "Conficdential
Soeurity" security material shell be transmittecd in thio
seme menner as authorized for higher security clossi.icctions.

(4) "Restricted Seeuwitw" Becurity Material shall bo

éeriveree fransmitted within the continental United gtates
by any meens authorized for higher security classificctions,
or by sréinarw-mails; express or fruight. "Restrictaed
Seeurity' security meteriel shall be delivered tronginitted
outside the continental United States by one of the wcansg
esteblished for higher security classifications, but
registration of "Restricted Seewriby" security matericl

hall not be required when it is treonsmitted by aArmy,

Nevy or Alr Force postel channels.

\\\\ 35. PHYSICAL SECURITY

. 2. Storage Fecilities. Classified security informztion

/9

( - e

not in actual use by, or under direct observation of, on
' cuthorized person located in the seme room shsll be stored
@5 set forth below:

(1) "Pop Secret Seewrity" Security Materizl shelil bc

stored in the most seccure facilities aveilable Norpuw. L1,
it will be stored in a safe, a steel file cabinet, o

other steel containcr having a three pasition dicl-syac

RESTRICTED - 20 - © Looendix
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combination lock and being of such weight, size,
construction, or installation as to minimize
posslbility of physical theft or damege by fire or

Campering. In lleu of such a container, the matericl

may be stored in a secure room or veult epproved for

such use¢ by the hecd of the agency end kept securely
locked when not in use. Such approval shall not be
construed to relieve the custodian of any responsibility
for the safety of the classifiecd security information.

If the foregoing safeguards are not aveilable,

material so classified shell be kept under sur-

veillance of ean ermed guard when not in use.

&

C (2) ‘"Secret geeurity" and "Confidential Seeurity"

Security Material shall be stored in e manner authorizid

~

for "Top Secret Sesurity" security material, or in
metal file cabinets equipped with a steel lock-bar

" and an approved three combination dial-type padlock
from which the menufecturer's identification numbcrs
have becn obliterated, or in comparably secure

fecilitiss approved by the head of the agency.

(3) "mestricted Sseurity" Sccurity Material may bo

stored in & manner authorized rfor higher categories of
cleseifisd security information, but ordinarily shall be
stored in & container equipped with a reasonably scoure
locking device or other storage racility of comparabliec
security approved by the head of the agency.
\ b. Inspections

' (1) It shall be the responsibility of the individucl

) charged with the custody of classified security infoiriction
to eccomplish the necessary inspections within his oxca,
to sccure that all procedurel safeguards prescribed b

these regulations ore taken to protect such informtio.

2t all times. )
]
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(2) In cech agency; individuels shall be designaied
to meie inspections on & room or ares basis to insure that
all clessificd security informetion hes been properiy onad
safely stored.

c. Safce Combinations

(1) sefe combinations shall be changed at least once
a yeer; winencver a person knowing the combination s
trangferrec¢ from the office %o which the safe is 485 ned;
when ¢ safe is first brought into am office; when tie
combinetion hos been subjected to compromise; and &t
such other times es 1s deemed neccssary.

(:) (2) Knowledge of combinetions shall be limited to tac

minimum necessery for operating Turposes.

(3) safe combinations shall be given & security clossi-
fication eguivalent to that of the most highly clasg=iicc
security informction suthorized by these regulations ©to

be conteinced in the safc.

30. DESTRUCTION OF CLASSIFIED SECURITY INEF'ORMATION

&« Iypes of Meterisl Which Mev be Destroyed

(1) Locord Material may be cestroyed only in covor

with the Act of July 7, 1643, o. 192, 57 Stat. 360, g

emended, 44 USC fecs. 355-380.

(2) Won-Rccord Materi L2l m be Gestroyed as s00n s
‘\/ﬁ) it hée served its purposc.
\\\ b. Methods of Destruction., Clessified record

N
\\ the destruction of which hes been authorized, snd classuiicd

non-record materiel shall be destroyed by the Following

nethods under procedures established by the hesd of tho
LpEneys
I

] (1) "Top Secret seewritz", "decrot Seeuwrity" and

1 : - . e 3y - -
_Confidential Seewrity" Security Documents shall b2 (-

stroyed by burning; products and substances by an cov 11y
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complete mcthod of destruction; in each cese in ths
l 3

vresence of an appronriaete official, Under the most

unusual cilrcusstaences the head of en agency may authorvize
destruction of documents other than by burning, provided
the resulting destruction is equally complete.

(2) "hestricted seeurity" Security Meteriasl shalli be

cestroyed by burning, shredéing or reduction to puln, or
an equally complete method of destruction.

c. Lecords of Destruction, Appropricte records of G-

etruction of security matericl classified¢ "Top Secret Seeusitz"

tnf "Secret Seeurity" shall be meintained in accordance with
4
(:D rrocedures estaeblished by the head of the agency.

PLRT VIX

INTERFRETATION OF REGULLTIONS BY
THE ATTORNEY GENERAL

37. The Attorney General, upon reguest of the head of o

e rtment or agency or hisg duly designeted representotive, shall

corgonglly or through authorized repressntatives of the De.art-

nt of Justice render en interpretation of these regulations

o connection with eny problems arising out of their adminrgirat

VAN

PERPREEEN S

NS

T
<
e
H

[ Rt
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